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Abstract: As a brand-new network structure, WLAN Mesh network is a distributed network with large capacity, fast
speed and wide coverage. However, the security problems caused by the characteristics of wireless connection are not
negligible. This paper proposes a new blockchain-based WLAN Mesh design method, including user encryption
module, blockchain authentication module and kernel space module. Using the blockchain technology, each user's
access authentication request is treated as a transaction, and all authentication records in the mesh network are treated
as public ledgers. This method based on blockchain enables secure access to the network and prevents malicious

attacks.
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1. Introduction

WLAN Mesh network is a wireless broadband access
network technology that has been rapidly developed in
recent years. It does not require a pre-built infrastructure
such as a base station, but uses a distributed idea to
construct a dynamic self-organized wireless multi-hop
network. Users within the coverage can make
high-speed wireless access to the Internet anytime and
anywhere[1]. The wireless Mesh network inherits the
characteristics of wireless Ad-hoc network without
center, no infrastructure, multi-hop, self-organization,
and it has developed a new architecture to provide IP
broadband access. A wireless mesh network consists of
two nodes: a Mesh router and a Mesh client[2-4].

In the wlan mesh network, the mesh ap nodes are
connected wirelessly, and the data transmission can be
forwarded by multiple hops, making the mesh network
more vulnerable to active intrusion, passive
eavesdropping, identity forgery and data tampering.
Therefore, while improving routing and problems in the
wlan mesh network, security issues are becoming more
and more important[5].

2. Related Works

2.1. Blockchain

Blockchain technology is called distributed ledger
technology. It isan Internet database technology[6]. Itis
characterized by decentralization, transparency and
transparency, so that everyone can participate in
database records. Blockchain is a new application mode

of computer technology such as distributed data storage,
point-to-point transmission, consensus mechanism, and
encryption algorithm[7-8]. The consensus mechanism is
a mathematical algorithm for realizing trust and
acquiring rights between different nodes in the
blockchain system[9].

According to the characteristics of the blockchain
identity authentication technology, the identity
information of the applicant for the network needs to be
encrypted. The encryption method used in this article is
hash encryption[10]. After the incoming user is
encrypted, a pair of keys representing their identity will
be assigned. This is unique to the secret key and is
divided into a public key and a private key.

2.2. WLAN Mesh

A wireless mesh network is a wireless network that is
completely different from a traditional wireless
network. It can connect wireless routers that are far
away from each other and cannot be directly connected
through some intermediate nodes. That means each
node in the network can send and receive signals[11]. It
is multi-hop, distributed, self-organizing, etc. It can
achieve a wide range of wireless coverage through
simple deployment. As a new form of network structure,
Mesh networks have been incorporated into the 802.16,
802.16e and 802.1s standards[12-13].

Wlan Mesh can be seen as a fusion of wireless local area
network (WLAN) and wireless Mesh networks, using
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wlan technology to achieve the transmission of each
Mesh link. At the same time, the multi-hop networking
method solves many problems such as poor scalability
and poor robustness of the traditional wlan[14-15].

3. WIlan Mesh Manager Overview

Wlan  Mesh  Manager includes user space
module,blockchain authentication module and kernel
space module. User Space includes below components:
information encryption, digital signature and login
authentication. Blockchain authentication module

User encryption

includes Core chain, mysql public ledger and public
chain. Kernel space module includes wifidriver and
netlink. These three modules jointly implement the wlan
mesh security access based on the blockchain. All
distributed ledgers maintain the network access records
of all authentications in the blockchain and make it safer
for new users to access the network.The specific
architecture of WIlan Mesh manager based on
blockchain is shown in the following figure 1.
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Figure 1 ~Wlan Mesh Manager Based on Blockchain in System

3.1.  User encryption module

The function of the user encryption module is to
implement the maintenance of the application user login
and setting up its own information. The user information
encryption module encrypts the three scenarios of
information encryption, digital signature and login
authentication. After the user submits an application for
network access, it will use asymmetric cryptography.
The information encryption scenario is mainly caused
by the information sender (network access user)
encrypting the information using the public key of the
recipient (corechain). And it will send the information to
the core chain, at the same time the core chain decrypts
the information by using its own private key. The digital
signature scheme is sent by the sender (incoming
network user) to the core chain with its own private key,
and the core chain uses the public key of the incoming
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network to decrypt the information to ensure that the
information is made by the network user. The login
authentication scenario is performed by the core chain
using the private key to encrypt the login information
and then sending it to the server. After receiving, the
latter uses the public key of the core chain to decrypt and
authenticate the login information.

The information encryption scenario uses public key
encryption and private key decryption to ensure the
security of the information; the digital signature
scenario is to use private key encryption and public key
decryption to ensure the attribution of digital signature;
the login verification scenario uses private key
encryption and public key decryption . The asymmetric
encryption mechanism of the wuser information

encryption mechanism is shown in Figure 2.
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Figure 2 —~Asymmetric Encryption Process for User Information

The authentication server generally generates a 256-bit
random number as a private key by calling the
underlying random number generator of the operating
system. For easy identification, the 256-bit binary form
of the private key will be converted by the SHA256 hash
algorithm and Base58 to form a 50-character length of
easy-to-recognize and write private key for incoming
application users. The public key of the application user
is generated by the private key first through the
Secp256k1 elliptic curve algorithm to generate a
random number of 65 bytes in length. The public key
can be used for the address used in transaction
authentication. The generation process is to first
perform the SHA256 and RIPEMD160 double hash
operation on the public key to generate a summary result
of 20 bytes length (ie, the result of Hash 160), and then
pass the SHA256 hash algorithm and the Base 58
converts the address of the incoming user identity of 33
characters. The public key generation process is
irreversible, that is, the private key cannot be reversed
by the public key, so the private key of the user is the
most important, and only the network user knows. The
encrypted information will be transmitted to the core
chain by means of process communication.

3.2. Blockchain authentication module and kernel
space module
Blockchain authentication module includes Core chain,
mysql public ledger and public chain. After the Core
chain receives the user application information (public
key and network access basic information) sent by user
space through the Inter-Process Communication (IPC
), the Core chain verifies the public key and the private
key provided by the users. If the verification succeeds,
the node of the network access user is confirmed as a
legal node. Otherwise, it directly refuses to access the
wireless LAN. After the verification is passed, the Core
chain encrypts the authentication record of each
incoming network user into a block, and stores the
formed block in the MySQL public ledger to form a
blockchain for successive authentication. The public
ledger will use P2P technology to distribute all the
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information of the newly added block to each node in
the blockchain, and all nodes store and protect their
information. In this way, all nodes jointly maintain all
the authentication records on the ledger, improve the
security of the network access and prevent illegal
tampering and hacking.

Kernel space module includes Netlink socket,
TCP/UDP socket and WIFI Driver. Netlink sockets are
a special kind of interprocess communication (IPC)
used to communicate user processes with kernel
processes. They are also the most common interface for
network applications to communicate with the kernel.
Cfg80211 is used for configuration management of
wireless devices. Mac80211 is a framework that driver
developers can use to write drivers for SoftMAC
wireless devices. After the kernel is verified, the kernel
chain calls the kernel's WiFi driver module through the
netlink socket or TCP/UDP socket and the routing
algorithm to complete the user's network application
and the user's WiFi connection, thereby realizing its safe
Internet access function.

4. Conclusion

This paper first introduces the structure and
characteristics of the wireless mesh network, and
introduces the decentralized and non-tamperable nature
of the blockchain. Due to its multi-hop network
topology, WLAN Mesh networks bring high-capacity,
high-speed, easy-to-expand, and unimpeded features, as
well as wireless LAN security threats. Since the router
nodes in the WLAN mesh network are connected by
wireless multi-hop links, it is necessary to study the
security scheme for accessing the wireless mesh
network.

The focus of this paper is to combine a secure access
network with a blockchain. It uses the user's
authentication requirements to conduct transactions. All
authentication records in the mesh network are treated
as public ledgers to securely access the network and
prevent intentional attacks. Therefore, accessing the
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WLAN mesh network is more secure.
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